Abstract: We propose a scheme for random bit generation with filtered amplified spontaneous emission (ASE). Using the filtered ASE, we can get larger signal fluctuations than when using directly detected ASE with a photodetector. Utilizing the delayed selfdifference technique to improve the symmetry of filtered ASE, we experimentally achieve real-time 2.5-Gbit/s random sequence generation, which matches with the speeds of fiber communication for one-time pad encryption. Experimental results show that the generated random sequences can pass NIST tests as long as the delay time is beyond a threshold value, which is called the minimum delay time (MDT). Further simulation results indicate that there is a certain relationship between the MDT and bandwidth of the ASE signal.
Introduction
True random bit generators are widely used in communication security. Absolutely secure communication should be implemented only through Bone-time pad[, which requires true random bits with rates matched with communication as secret keys. There are many physical processes for true random bit generation, but most of them are slow in rates, such as radioactive decay [1] , electrical thermal noise [2] , chaotic electrical circuits [3] , [4] , and photon counting [5] - [10] . So they are unable to satisfy the current high-speed communication security.
In recent years, chaotic semiconductor lasers with large-amplitude and wide-spectrum intensity fluctuation have been used widely to generate fast physical random bits [11] - [20] since Uchida and his colleagues for the first time experimentally demonstrated a 1.7 Gbit/s random bit generator based on binary digitization of two independent chaotic semiconductor lasers in 2008 [21] . However, there exists a controversy whether such random bit generation methods are really nondeterministic.
On the other hand, the amplified spontaneous emission (ASE) also attracts many attentions to achieve Gbit/s true random bit generation, due to its quantum mechanism in origin [22] - [26] . ASE can be obtained easily from a fiber amplifier, a semiconductor optical amplifier and a superluminescent diode (SLD). In a practical system, the optical bandwidth of the ASE is usually much larger than the electrical bandwidth of even a fast detector. This issue causes that a very large DC photocurrent would be required to get large amplitude fluctuations, if the ASE were directly detected [22] . As a result, to avoid damaging detector the ASE should be pumped at low power and therefore high-bandwidth electronic amplifiers (e.g., two 20-GHz amplifiers in Ref. [26] ) are required after the detector to enlarge the amplitude of the noise fluctuation. Using the spectrum-sliced ASE signal with an optical band-pass filter before detecting the ASE can overcome this drawback [22] . At the same time, the filtered ASE technique could easily be extended to multiple wavelength channels, each of which would generate independent random sequences in parallel. However, another issue is also introduced that the amplitude distribution of the spectrally-sliced ASE will be unavoidably very asymmetric, which is harmful for true random bit generation. Although Caitlin R.S Williams et al. improve the distribution through subtracting two signals with orthogonal polarization states [22] , this method is inconvenient in a practical system due to the instability of polarization states.
In this letter, we demonstrate a robust real-time true random bit generator using delayed selfdifference technique. In our system, a filtered ASE signal is subtracted by its own delay signal via a balanced detector to generate a signal with a symmetrical distribution, which is further digitized into random sequence at rates up to 2.5 Gbit/s by a combination of a 1-bit ADC and a XOR gate. Especially, we discuss the delay time of delayed self-difference by experiment and theory simulation, and finally obtain a relationship between minimum delay time (MDT) and signal bandwidth. The real-time true random bit generator has an important value for practical application. The filtered ASE technique could easily be extended to multiple wavelength channels, each of which would generate independent random sequences in parallel. It should be mentioned that this system is only comprised of standard fiber optic components in conventional digital telecommunication systems, so it can be readily promoted into the practice. Figure 1 shows the setup of random bit generator using delayed self-difference of filtered ASE. The ASE generated by the super-luminescent diode (SLD) is band-pass filtered using a fiber Bragg grating. The threshold current I th of the SLD is 90.0 mA. The injection current is set to 135.0 mA ð1:5I th Þ at 22 C in our experiment. The output power of the SLD is 2 mW under these conditions. The optical bandwidth of the fiber Bragg grating is 14.5 GHz (0.1 nm). The filtered ASE is amplified by an Er-doped fiber amplifier (EDFA) and divided into two beams by a fiber coupler (50 : 50 coupling ratio), one of which is connected to a tunable optical delay line (TODL, General Photonics, MDL-002).The two beams are then detected by a balanced detector (Discovery DSC740, 26 GHz bandwidth) consisting of two identical photodetectors and a differential component. The differential signal of the two beams is coupled to a 1-bit analog-to-digital converter consisting of a comparator (ADCMP582) and a D flip-flop (MC10EP52). Because the mean voltage of the differential signal is 0 mV, we set the reference voltage of the comparator to be 0 mV. By comparing with the reference voltage and sampling at the rising edge of clock ðTG 1 C 1 -AÞ, the original random bit sequences are generated. To improve the randomness of the random bit sequences, we take the exclusive or (XOR) between the original sequences and a delayed copy of themselves divided by a T-type connector with an exclusive-OR gate (XOR, MC10EP08). Finally, the random sequences are observed and recorded by an oscilloscope with 6 GHz bandwidth and 40 GS/s sampling rate (LeCroy, SDA 806Zi-A).
Experimental Setup

Experimental Results
The Characteristics of Filtered ASE
Figure 2(a) shows the optical spectra of SLD and the filtered ASE measured with a resolution bandwidth of 0.06 nm. Fig. 2(b) shows the electrical spectrum of filtered ASE, and the bandwidth is about 8.5 GHz when using the single-ended input of the balanced detector that is equivalent to an ordinary photodetector. The 8.5 GHz bandwidth is limited by the fiber Bragg grating and photodetector [22] . The filtered ASE is asymmetrical distribution as shown in Fig. 2(c) and (d).
The Characteristics of Differential Signal
The asymmetrical signal will affect the statistical properties of the random bits, which will be unable to pass the standard statistical tests (NIST Special Publication 800-22) provided by the National Institute of Standard Technology (NIST) [27] . It will be improved by taking the difference with a balanced detector between the original signal V 1 ðt Þ and a delayed copy of itself V 1 ðt þ Þ. The differential signal can be expressed by
The time series and statistical histograms of three differential signals are shown in Fig. 3 , which were obtained with delay time of 0.01 ns, 0.05 ns, and 0.1 ns respectively. Because the signal is irregular, we define the signal amplitude as 6 (from À3 to 3) in our experiment, where the is the standard deviation. As shown in Fig. 3 , the range between the green dotted lines is the defined amplitude, and the red line is the mean value. It can be found that the amplitude increases as the delay time. Furthermore, the amplitude distribution becomes more symmetric with the increase of the delay time; the skewness coefficients of the three cases are 1.84%, 0.52%, and 0.23%, respectively.
In order to find out the change rule of the amplitudes of the differential signals with the delay time, in the experiment, we record the amplitudes with the increase of delay time. Due to the bandwidth of the oscilloscope is 6 GHz, we only observed the differential signal of 6 GHz bandwidth. The curve of the differential signal amplitude changing with delay time is shown in Fig. 4 (the blue line) . For each point on the curve, it is the average of 10 times calculation. It can be found that the curve has a knee point at 0.073 ns which we call the minimum delay time (MDT), and after this knee point the differential signal's amplitude no longer changes.
Within the working voltage of comparator, the amplitude of the signal is larger and the distribution of the signal is more symmetric, the random sequences can pass the NIST tests more easily. The symmetry of the distribution can be quantitatively evaluated by Pearson's median skewness coefficient. According to the formula of Pearson's median skewness coefficient, the skewness coefficient is determined by three elements parameters: the sampling amplitude value, the mean value and the median value of the signal. We calculate the skewness coefficient at every delay time in the blue line, and the result is shown in Fig. 4 (the black line): when delay time is more than 0.073 ns, the skewness coefficient reduces to 0.23% and remains almost the same.
According to frequency test of NIST, for a 1-Mbit sequence to pass the frequency test of NIST tests, the 0/1 deviation should locate in the range of AE0.26%. Assuming that the probability of 0 and 1 are Pð0Þ¼ 1=2À and Pð1Þ¼ 1=2þ respectively, then the 0/1 deviation is 2. After exclusive-OR (XOR) operation, the probability of 0 and 1 will become P xor ð0Þ¼ 1=2þ2 2 and P xor ð1Þ¼ 1=2À2 2 , and the 0/1 deviation will decrease to 4 2 . It can be seen that the operation of XOR can make 0 and 1 more balance. If the delayed self-difference is removed, in other words, if we have XOR in the electrical domain only, due to the filtered ASE is very asymmetric, the 0/1 deviation will exceed 0.26%. In order to pass the NIST tests, before the XOR operation, the 0/1 deviation must be under 5.1%. In order to reduce the 0/1 deviation, the delayed self-difference is required. When the delay time is beyond MDT, the skewness coefficient is minimum, and it can pass the NIST test more easily.
Here, the delay time is gradually changed to eventually generate binary bit sequences. The randomness of generated bit sequences is tested using the NIST which consists of 15 statistical tests. When the delay time is longer than MDT, the generated random sequences may pass all of the 15 statistical tests. However the number of passed tests keeps decreasing when the delay time gradually decreases shorter than MDT.
The Relationship Between MDT and the Bandwidth of Signal
In order to study on the relationship between MDT and the bandwidth of signal, the following simulation is performed. In Fig. 2(c) the noise distribution is best-fit the theoretical gamma noise distribution with a shape parameter of 1.3 and a scale parameter of 0.02 V. In our simulation, we use the model of gamma noise with the same parameters. Its probability density function is:
where the ÀðaÞ is the gamma function, a and b are the shape parameter and the scale parameter respectively. In the simulation, we first generate a noise signal with 50 GHz bandwidth when the sampling rate is set to be 100 GHz. In order to obtain signals with different bandwidths, we use a Butterworth lowpass filter with a tunable 3-dB bandwidth to filter the signal. Time series and electrical spectrum of the signals with the bandwidth of 3 GHz, 5 GHz, and 9 GHz are shown in the first and the second rows in Fig. 5 . At the same time, we have the difference operation using the data obtained from simulation. Because of the sampling rate of 100 GHz, the increase step of delay time is 10 ps. With the increase of delay time, the amplitudes of differential signals gradually increase, and there is a MDT for each signal bandwidth. The last three panels in Fig. 5 show the results of delayed selfdifference of the above signals. In the last three panels, the red dotted lines indicate the MDT. It can be seen from Fig. 5 , when the delay time is longer than MDT, the amplitudes of differential signals will reach the maximum value and the skewness coefficient will reach the minimum value. So when we choose the time beyond the MDT as the final delay time, the generated random bits can pass the NIST tests more easily. It can also be seen from the Fig. 5 that the signal with broader bandwidth has shorter MDT, and we will study the relationship between them in the following.
As can be seen from Fig. 5 , signals with different bandwidths will have different MDTs for delayed self-difference. To obtain the exact relationship between bandwidth and MDT, we count the MDTs of signals with the signal bandwidth changing from 1 GHz to 10 GHz. Further, we fit these MDTs and get a fitting formula, as shown in Fig. 6 . For each point of Fig. 6 , the MDT is the average of 10 times calculation for the signal with the same bandwidth. The length of the error bars represents the standard deviation. By calculating the skewness coefficient of differential signals, we get the same conclusion as the experiment: when the delay time is longer than MDT, the skewness coefficient reaches the minimum value. That is, the amplitude of differential signal will reach the maximum value and the skewness coefficient will reach the minimum value when the delay time is beyond MDT. When we know the bandwidth of the signal, according to the fitting formula, we will know the MDT. Especially the previous experimental result of 6 GHz bandwidth corresponding to 0.073 ns is also in conformity with the fitting formula.
Because the full-width at half-maximum (FWHM) of autocorrelation function is approximately inversely proportional to the signal bandwidth [28] , there should be a relationship between the MDT and the time it takes for autocorrelation function to decay. As can be seen from Fig. 5 , the signal with broader bandwidth will have narrower pulse width and shorter MDT. So, there should also be a relationship between the MDT and the pulse width. The signal with shorter MDT will have narrower full-width at half-maximum (FWHM) of autocorrelation function and narrower pulse width.
Random bit generation
According to above conclusions, in our experiment, we choose 0.3 ns as the ultimately delay time, which is longer than MDT. The differential signal is converted to binary bit signal at a clock rate of 2.5 GHz by the comparator. As for the following delayed XOR process, delay as small as 30 bits corresponds to a delay time of 12 ns were found to be sufficient to produce sequences that can consistently pass all the NIST tests, and the typical results are shown in Table 1 . TABLE 1 Results of NIST SP 800-22 statistical tests. For Bsuccess[ using 1000 samples of 1-Mbit data and significance level ¼ 0:01, the P-value (uniformity of P-values) should be larger than 0.0001 and the proportion should be in the range of 0.99 AE 0.0094392. For the tests that produce multiple P-values and proportions, the worst case is shown Figure 7 (a) shows a real-time output example of random bit sequence. The rate of the sequence is 2.5 Gbit/s, corresponding to a clock frequency of 2.5 GHz. Fig. 7 (b) depicts an eye diagram of the generated non-return-to-zero code, which is directly calculated by oscilloscope. In the eye diagram, the width between two crossing points is 400 ps corresponding to the width of minimum code, and the rising time from 20% to 80% is 107 ps.
Conclusion
In conclusion, to achieve robust real-time random bit sequences using filtered ASE, the method of delayed self-difference is proposed. Using the filtered ASE we can get stronger signal fluctuation than directly detected ASE with photodetector. In this scheme, the proper selection of delay time is a key issue. Experiments and theoretical simulations show that the amplitude and symmetry of differential signals are maximum value and best respectively when the delay time is longer than MDT. A relationship between the MDT and the bandwidth of signals is fitted by theoretical analyzing eventually. Through the fitting formula, we can calculate the MTDs for different signals of bandwidth. Under this condition, a random bit beam at rates of 2.5 Gbit/s that can consistently pass all the NIST tests is generated in real time. The real-time true random bit generator has an important value for practical application, and the filtered ASE could easily be extended to multiple wavelength channels, each of which would generate independent random sequences in parallel. It should be mentioned that this system is only comprised of standard fiber optic components in conventional digital telecommunication systems, so it can be readily promoted into the practice. 
